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NTLM Authentication: Supported by OpenSTA… 
except when… 

An Experience Report to the WOPR  
By Antony Marcano 
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Client Port  Message     Server HTTP Port 

1110 (new connection) GET /file.html   �   “  

1110 �  [file.html]     “  
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Client Port  Message     Server HTTP Port 

1110 (new connection) GET /file.html   �   “  

1110  � 401 Unauthorized    “  

1111 (new connection) GET /file.html (NTLM NEGOTIATE) �  “  

1111  � 401 Unauthorized(NTLM CHALLENGE)   “  

1111   GET /file.html(NTLM AUTH)  �  “  

1111  � [file.html]     “  
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PRIMARY GET URI "http://" + App_Server + "/index.htm HTTP/1.1" ON iConnID[1] 

… 

GET URI "http://" + App_Server + "/styles.css HTTP/1.1" ON iConnID[2] 
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, RETURNING CODE iResponse 
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Call CheckStatus[iResponse, iConnID[1], 1, 1, "/index.asp", ""] 
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Authenticator Overview 
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BUILD AUTHENTICATION BLOB & 

  FOR NEGOTIATE & 

  FROM USER strUserName PASSWORD strUserPass DOMAIN strDomain & 

  INTO strAuthBlob 
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DISCONNECT FROM iConnection 

Set iConnection = iConnection + 1 

Set iConnId[iConnIDPosition] = iConnection 
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PRIMARY GET URI "http://" + APP_Server + Auth_URL + " HTTP/1.1" ON iConnection & 

 HEADER DEFAULT_HEADERS   & 

 ,WITH {WITH_HEADERS,            & 

 "Authorization: "+strAuthBlob} 

   

 Load Response_Info Header on iConnection  & 

      Into strAuthBlob & 

      ,WITH "WWW-Authenticate" 

    

BUILD AUTHENTICATION BLOB & 

     FOR NEGOTIATE & 

     FROM BLOB strAuthBlob & 

     INTO strAuthBlob 

  

PRIMARY GET URI "http://" + APP_Server + Auth_URL + " HTTP/1.1" ON iConnection & 

 HEADER DEFAULT_HEADERS   & 

      ,WITH {WITH_HEADERS,            & 

      "Authorization: "+strAuthBlob}  & 

      ,RETURNING CODE iResponse 
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The IE “Connection Swap” 
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Client Port  Message     Server HTTP Port 

1110 (new connection) GET /file.html   �   “  

1110  � 401 Unauthorized    “  

1111 (new connection) GET /file.html (NTLM NEGOTIATE) �  “  

1111  � 401 Unauthorized(NTLM CHALLENGE)   “  

1111   GET /file.html(NTLM AUTH)  �  “  

1111  � [file.html]     “  
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Client Port  Message     Server HTTP Port 

1111   GET /nav.js(NTLM AUTH)  �  “  

1112   GET /search.gif  �  “  

1112  � 401 Unauthorized    “  
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1111  � [nav.js]     “  
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1111   GET /search.gif(NTLM NEGOTIATE) �  “  

�������������������������������������������

������)BB
������ �����
��� ���B������� �
��J
���K��L��&�
L233354��



#
$!���������������)�������������������
�1������������1� ������)��������!�������

������������	�

#���������%*�
���
����������#*<�
%�
*���

�����������������A
+�������������

������ ���"�����
��������
�����������D����������������
������

���
����"����

��
����
����������������������������������������
���&�������������"�'�����

������

�����)�

1111  � 401 Unauthorized(NTLM CHALLENGE)   “  

1111   GET /search.gif(NTLM AUTH) �  “  

1111  � [search.gif]     “  
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Modularity limitations 
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Running the tests 
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A. In Single Affinity mode, NLB load balances traffic based only on the Source IP Address of 
the incoming connection. So, Single Affinity mode ensures that all TCP connections 
originating from the same client (IP Address) are sent to the same host in the cluster. This will 
continue indefinitely until a host is either added or removed from the cluster, at which time the 
connections originating from that IP address may get mapped to a different host in the cluster. 

In No Affinity mode, NLB load balances traffic based on Source IP Address and Source Port 
of the incoming connection request. Therefore, in No Affinity mode, multiple connections 
from the same client may be handled by different hosts in the cluster as long as these 
connections have different source ports. 
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Which mode to use really depends on the application being load balanced. If the application 
makes use of sessions which persist over multiple TCP connections, NLB should be 
configured in Single Affinity mode because you want to make sure that all TCP connections 
which are part of a single session are mapped to the same host in the cluster. 

On the other hand, No Affinity allows a better load distribution because it does not require 
client connections be handled by specific servers. Thus for applications that do not use 
sessions and for which it is acceptable for multiple incoming connections originating from the 
same client to be handled by different hosts in the cluster, No Affinity would be a better mode 
of operation. 

From: http://www.microsoft.com/technet/prodtechnol/windowsserver2003/technologies/clustering/nlbfaq.mspx 
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About Antony Marcano 
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Workshop on Performance & Reliability 3 (WOPR3) 
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